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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.03 DKCILTYATAIIUSI OFbEKTOB CETEBOI HH®PACTPYKTYPHI

1.1. llesb ¥ IJIaHUpPYeMble Pe3yJbTAThl 0CBOEHUS MPO(ecCHOHATIBLHOT0 MOIYJIs

B pesynbrate nzydenus npodeccuoHaIbHOIO MOJYJS CTYACHT AOKEH OCBOUTH OCHOBHOW BHJT
JESTENIbHOCTH JKCIUTyaTalds OOBEKTOB CETeBOW HH(PPACTPYKTYpPhI U COOTBETCTBYIOIIHE €MY
o011re KOMIIETEHIIUH U MpodeccroHalIbHbIE KOMIIETEHIUH:

1.1.1. Ilepedenp OOIIMX KOMIIETCHITHI

Kon

HaumenoBanue o01ux KoMIeTeHIMI

OK 01.

Bribupath criocoObl perieHust 3ajad npodecCuoOHaTbHON AEITEeIbHOCTH MTPUMEHHU-
TEJIbHO K Pa3IM4YHbIM KOHTEKCTaM

OK 02.

Hcnonk30BaTh COBpEMEHHBIC CPEACTBA TIOMCKA, aHAIM3a U HHTEpIpeTaui nHdop-
Malluu, ¥ HHPOPMAIIMOHHBIC TEXHOJIOTHH ISl BHITOJIHEHHS 3a1a4 IpodeccruoHanb-
HOU AeATENbHOCTHU

OK 03.

[InanupoBaTh M peann30BBIBATh COOCTBEHHOE MPO(ECCHOHANIBHOE W JIMYHOCTHOE
pa3BUTHE, NPEAIPUHUMATENIBCKYIO JESITENbHOCTh B IPO(eCcCHOHAIbHON cdepe, uc-
N0JIb30BaTh 3HAHMA 1O (PUHAHCOBOI I'PAaMOTHOCTH B PA3JIMYHBIX KU3HCHHBIX CH-
Tyarusax

OK 04.

3(1)(1)6KTI/IBHO B3aUMOJCHCTBOBAThH U pa6OTaTB B KOJUICKTHBC 1 KOMaH/C

OK 05.

OcCyHIecTBISITh YCTHYIO U MUCHbMEHHYI0 KOMMYHHKAIIAIO HA TOCYIAPCTBEHHOM SI3bI-
ke Poccuiickoit @enepanuu ¢ yueTroMm 0COOEHHOCTEH COLIMATBHOTO U KYJIbTYPHOTO
KOHTEKCTa

OK 06.

IIposBAATE IpaXkIaHCKO-NATPUOTUYECKYIO IO3ULUIO, AEMOHCTPUPOBATHL OCO3HAH-
HOE TMOBE/IEHNE Ha OCHOBE TPAJUIIMOHHBIX OOIIEYETIOBEYECKUX LIEHHOCTEH, B TOM
YHUCJIE C YYETOM FapMOHHU3ALMKM MEXKHAUOHAIBHBIX U MEXKPEIUTHO3HBIX OTHOLLE-
HU, IPUMEHATh CTaHIAPThl aHTUKOPPYNLMOHHOT'O MOBEICHUS

OK 07.

ConeiicTBOBaTh COXPAHEHUIO OKPY)KAIOIIEH Cpeibl, pecypcocOepeKeHUI0, pIUMe-
HATh 3HAHUS 00 M3MEHEHHM KJIMMaTa, MPUHIUIIEI O€pEKIUBOTO MPOU3BOICTBA, -
(EeKTHUBHO IEHCTBOBATH B UPE3BBIYAWHBIX CHTYAIIUSX

OK 08.

Hcnonb3oBate cpeacTBa (pU3MUECKON KyIbTYPBHI Ui COXPAHEHUS U YKPEIUICHUs
3/10pOBbs B Ipoliecce Npo(hecCHOHATBHON IEeATENbHOCTH U MOAAepKaHNus HE00X o-
JMMOT'0 YPOBHS (PM3UYECKOM MMOTOTOBJICHHOCTH

OK 09.

[Tonp3oBaTbest MpodeccHOHaNbHON JOKYMEHTAI[MeH Ha TrOCyJapCTBEHHOM U HHO-
CTPAHHOM sI3bIKaxX

1.1.2. Ilepeyens npodeccuoHaTbHBIX KOMIETEHIHH

Kon

HaumeHoBaHue BUAOB JIeSITEJILHOCTH U npo@eccnonanbﬂmx KOMIIeTeHIIuii

I1K 3.1

'Y cTaHaBiIMBaTh, HACTPAUBATh, IKCIUTYaTUPOBATh U OOCITYKUBAaTh TEXHUUECKUE U TIPO-
CPAMMHO-AIIIAPaTHBIE CPEICTBA KOMIIBIOTEPHBIX CETEH.

[1K 3.2

[TpoBoauTH MpodrIIaKTUYECKHE padOTHl Ha 00BEKTaX ceTeBON MHPPACTPYKTYPHI U pado-
MUX CTAHITUAX.

1K 3.3.

yCTaHaBJ'II/IBaTL, HaCTpanBaThb, SKCILNIYyaTUPOBAThL U O6CJ'Iy>KI/IBaTL CCTCBBIC KOH(I)I/II“ypa-
1005058

[1K 3.4.

'Y4acTBOBaTh B pa3pabOTKe CXeMbI IOCIeaBapuitHOI0 BOCCTAHOBJIEHUSI pabOTOCIIOCOOHO-
CTH KOMIIBIOTEPHOHN CETH, BBITIOIHATH BOCCTAHOBJICHNE M PE3EPBHOE KOIMPOBAHNE HH-
(opmanuu.




[1K 3.5. |Opranu3oBpIBaTh HHBEHTAPU3AIIUIO TEXHUUECKUX CPEJICTB CETEBOM HHPPACTPYKTYPHI,

OCYILIECTBIISATH KOHTPOJIb 000PYIOBAHUS TIOCIIE €T0 PEMOHTA.

[1K 3.6. |BeImoaHATE 3aMEHY PacXOIHBIX MaT€pUAIOB M MEJIKUH PEMOHT nepudepruitHoro oo6opy-

MH(PACTPYKTYpPHI.

ITOBaHUS, ONPEACTIATH ycTapepiiee 000pyI0BaHUE U IPOTPAMMHBIE CPEJICTBA CETEBOU

1.1.3. B pe3ynbTaTe ocBOoeHMsI MPOheCCHOHATBFHOTO MOYJISI CTYACHT JTODKCH:

NmeTh pakTU4YECKUil OMBIT B

OOCITy’)KUBaHUM CETEBOW HH(PPACTPYKTYpPhI, BOCCTAHOBICHHUU
paboTOCIIOCOOHOCTH CETH TMOCIe OO0,

yIQJICHHOM aJMUHUCTPUPOBAHHHM W BOCCTAHOBJICHUU pPabOTO-
CIOCOOHOCTH CETEBOW MHPPACTPYKTYPHI;

MOJJICP)KKE TI0JIh30BATENICH CETH, HACTPOHKE almapaTHOTO U
IPOrpaMMHOT0 00eCIIeUeHHsI CETeBOI MHPACTPYKTYPHI

YMETb BBINOJIHATE MOHUTOPHUHI M aHAJIU3 PabOThl JIOKAJBHON CETH C
IIOMOILBIO IPOrPAMMHO-AIIIIAPATHBIX CPEACTB;
OCYILIECTBIIATh JUAarHOCTUKY M IOHUCK HEUCIPABHOCTEH BCEX
KOMIIOHEHTOB CE€TH;
BBINOJIHATH ICHCTBUS 10 YCTPAHEHUIO HEMCIIPABHOCTEN

3HaTh apXUTEKTYpy U (YHKIMHM CUCTEM YIPABICHMS CETSIMM, CTaH-

JlapThl CUCTEM YIIPABIICHUS;

CpEACTBAa MOHUTOPHUHIA U aHAJIM3a JIOKAIbHBIX CETEM;

METO/Ibl YCTPAHEHHUsI HEUCIIPABHOCTEN B TEXHUYECKUX CPEACT-
Bax

1.2. KoanuecTBO YacoB, OTBOAMMOEC HA 0CBOCHHUE HpO(l)eCCI/IOHaJIbHOFO MOAYJIsA

Bcero wacos 552

N3 Hux Ha ocBoenne MJIK. 03.01 - 176
Ha ocBoerre MJIK. 03.02 - 106

Ha MPaKTHKH, B TOM uncie yuyeOHyo 144  wu npousBojcTBeHHyto 108
KBanmuukanmoHHbIif 95k3aMeH — 18




2. CTpyKTypa U coaep:kaHue NPpodhecCHOHATBHOT0 MOTYJIs .
2.1. Ctpykrypa npodeccuonaibuoro moayisi IIM.03 IKCIUVIYATAIIUA ObbEKTOB CETEBOU HH®PACTPYKTYPbI

O6BeM npoheccHoHaTFHOTO MOYIIA, Yac.

Konpr HaumenoBanus CymMapHSBIit Ob6yuenue no MJIK Ipaxmuku
npodeccHOHaNBHBIX pasnenoB 00beM TabopaTopHbIX 0 CamocrosTensHas
o0mumx npo¢heCCUOHATBHOTO Harpy3Ku, Beero - Kypcosbix YueGHas | [IpousBojcTBeHHas POMEKYTOHHAA pabota
KOMIIETCHIIUI MOy JIst Jac. TPAKTHUECKHX @ P(?SI:)TTOB) aTTecTanus
3aHATHH p

OK 01-09 Paznen 1. Dkcrutyara-

TIK 3.1-3.6 1 OOBLEKTOB CETEBOM 176 170 100 - - - 4
UH(PACTPYKTYPHI

OK 01-09 Pasnen 2. Besomac- )

K 3.1-3.6 HOCTh KOMITBIOTEPHBIX 106 100 20 - - - 4
ceteit

OK 01-09 Y4eOHas mpakTuka (1o

IK 3.1-3.6 TIPOQIITIO 144 144 ) )
CIEIHATBHOCTH),
4acoB

OK 01-09 [TpousBoncTBeHHAs

IK 3.1-3.6 MpaxkThKa (1o
POGHUITIO 108 108 - -
CIEIIMANBHOCTH),
4acoB

OK 01-09 KBanugukanmoHHbIH

K 3.1-3.6 9K3aMeH 18 - - - - - 18 -
Bcezo: 552 270 120 - 144 108 18 8




2.2. TemaTHUecKHii IVIaH U cofep:kaHue MpodeccuonanbHoro moxyas IIM.03 IKCILIVATAIIHA OB bEKTOB CETEBOH HH®PACTPYKTYPbI

HaumenoBanue pasjeio
M TeM NpodeccuoHATbHO-

Coaeprxanue yued0HOro MaTepuaJa,

O0Bém B
ro moxayas (IIM), me:x- JlabopaTopHble padoThl M MPAKTHYECKHE 3aHATHS, CAMOCTOSITe/IbHAsSl YUeOHasi padoTa o0y4aloluxcs, KypcoBas
AUCHMIJIMHAPHBIX Kyp- padoTa (IPOEKT) (eciiu npedycmompeHot) Hacax

coB (MIK)
1 2 3
Pazpean 1.
IKcminyaranus 00beKTOB
ceTeBOil MHPPACTPYKTY-
pbl
MJIK 03.01 168
Ikemayaranust 00beKTOB
ceTeBOi MHPPACTPYKTY-
pbl
Tema 1.1. Dxcruryaramus | Codepicanue 38
TeXHUYECKHUX CPeICTB 1. du3nyeckue acmekThl KcIuTyaTanu. Pu3nyeckoe BMEHIATEILCTBO B HHOPACTPYKTYPY CETH.
ceTeBOi MHPPACTPYKTY- 2. AKTHBHOE 1 TTaCCHBHOE CETEBOE 000pyAOBaHNe: KabeIbHbIe KaHANbI, KaOelb, TaTd-TIaHeIN, PO3ETKH.
pbI 3. Tlonoca nponyckaHusl, apa3uTHas HArpy3Ka.
4. Pacmmpsiemocthb cetn. Macmtabupyemocts cetr. Jlo6aBieHre OTAEIBHBIX AJIEMEHTOB CETH (ITOJIb30BaTeNeH, KOM-
TBIOTEPOB, MPUIIOKEHUH, CITYKO).
5. HapamBanue AJIMHBI CETMEHTOB CETH; 3aMeHa CYIIECTBYIONIEH anmaparypsl.
6. YBeNM4YeHne KOJIMYECTBA y3JIOB CETH; YBEIIMYCHHUE MPOTHKEHHOCTH CBsI3eH MEeXy 00 BEKTaMH CETH.
7. Texaudeckas v IpoeKTHas JokyMeHTarwus. [lacopT TeXHWYeCKUX yCTpONCTB.
8. dusnyeckas KapTa Bced ceTH; JOrHYecKast TOMOJIOTHsI KOMITBIOTEPHON CETH.
9. Kinaccudukanus perasaMeHTOB TEXHUYECKHX OCMOTPOB, TEXHUYECKHE OCMOTPBI 00BEKTOB CETEBOH HHPPACTPYKTYPHIL.
10. IlpoBepka 00BEKTOB ceTeBOWM MHMPACTPYKTYPHI U MTPODUIAKTHIECKHE PaOOTHI
11. IlpoBenenue perymsipHoro pe3epBupoBanus. O0cayxuBaHue GU3MIECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSHHS arl-
MapaTHOro 00eCIeYeH s; OpraHu3alys yIaJeHHOTO ONOBEIIECHHS O HeTONaIKax.
12. IIporpaMMHOe obecrieueHrHe MOHUTOPUHTa KOMITBIOTEPHBIX CETEH M CETEBBIX YCTPONCTB.
13. TIporokos SNMP, ero xapaktepucTuku, popmar cooOIeH i, HA0Op yCIyT.
14. 3agauu yrpaBlieHUs: aHATTN3 TPOU3BOIUTEIBHOCTH U HAJIS)KHOCTH CETH.
15. O6opynoBanue ISt TUATHOCTUKH U CEPTUPUKAINY KaOenbHBIX cucTeM. CeTeBble MOHUTOPBI, TPUOOPHI IJIs CEPTH-
(dukanuu KabeabHBIX CUCTEM, KaOeJIbHbIC CKAHEPhI H TECTEPHI.
B mom uucne npakmuyueckux 3aHamuil u 1a60pamopHsix paoom
1. OxoHIIOBKa Ka0eJisl BUTAs mapa 50

2. 3anenka ka0eJs BUTAs Iapa B PO3ETKY




3. KpOCCI/IpOBaHI/Ie 1 MOHTaX IIaT4Y-ITaHCJIU B KOMMYTaHHOHHLIfI ana(b, Ha CTCHY

4. TecTupoBaHue KaOes

5. Tlopnep:xka Mmoan30BaTeNeil CeTH.

6. DKcIITyaTaIys TEXHHYECKUX CPEJICTB CeTeBOM MHAPACTPYKTYPHI (IPHHTEPHI, KOMITBIOTEPHI, CEPBEPHI)

7. BelnonHeHUe NEHCTBUM [0 YCTPAaHEHUIO HEUCITPABHOCTEN

8. Brinmonnenue MOHHUTOPHHTA U aHAJIM3a pa60Tm JIOKaJIbHOM CETH C IOMOILBIO MpOrpaMMHBIX CPCACTB.

9. OdopmieHre TEXHUIECKOH JOKYMEHTALWH, TpaBuiIa 0QhopMIIeHHs JOKYMEHTOB

10. Ilpotokon ynpaBineans SNMP

11. OcHOBHBIC XapaKTEPUCTHKH IpoToKosa SNMP

12. Habop ycayr (PDU) npotokona SNMP

13. ®opmart coobmmenniit SNMP

14. 3agaun ynpaBiaeHUs: aHAIU3 IPOU3BOJUTEIBHOCTU CETH

15. 3amaun ynpaBiaeHus: aHAIU3 HAJIE)KHOCTH CETH

16. YrpaBnenne 6€30MacHOCTBIO B CETH.

17. Yuer Tpaduka B cetu

18. CpenicTBa MOHUTOPHHTA KOMITBIOTEPHBIX CETe

19. CpencTBa aHanu3a CETH ¢ MOMOIIBIO KOMAH]T CETEBOM ONEPallMOHHON CUCTEMBI

20. duHanpHAg KOMIUIEKCHAS IPaKTHYecKas paboTa 1Mo SKCIUTyaTaIlii 00bEKTOB CETeBOI HH(PPACTPYKTYPHI

Tema 1.2. Ikenuryatanus
cucreM IP-tesredonun

Cooepycanue

1. Hacrpoiika H.323. Onucanue H.323 u o6mue pexomenpanmu. OyHKIIMOHATBHBIE KOMIIOHEHTH! H.323.Y cTanoBKa 1
nonepxka coequaenns H.323. Coenunenus 6e3 u ¢ ucrnonp3opanneM GateKeeper. CoennHeHus ¢ UCTIOIH30BaHUEM
Heckonbknx GateKeeper. MHorononp3oBarensckue KoH(eperun. OdecreyeHne 0TKa30yCTOMINBOCTH.

2. Hactpoiika SIP. Onmcanne u oomue pexkomeHaanun. TexHomorus SIP u cBs3anHbIe ¢ Hell cTanaapThl. OYHKITHO-
HajbHBIe KOMITIOHEHTHI SIP. Coobmenus SIP. Anpecamust SIP. Moaens ycranoBneHus coenuaenus. [ImanupoBanue oT-
Ka30yCTOHYHBOCTH.

3. YcTaHOBKA M MHCTAUILKA IPOTPaMMHOr0 KOMMyTaTtopa. MoHTaxkHbIe Ipoueaypsl. [Ipouierypbl HHCTAILISIUY.
YnpaBneHue anmapaTHEIMU cpeacTBaMu U optamu. [Ipotokomnsr yrnpasinernss MGCP, H.248. Co3xanre aHaIoTOBBIX
a00HEHTOB. BHYTPUCTAaHIIMOHHAS MapIIPyTH3AIIMSL.

4. YmpaBiieHue mporpaMMHBIM KOMMYyTaTopoM. MapmipyTusanus. ['pymmsl coemuHUTenbHBIX TuHIHA. [lonkmouenne
cranmwmii ¢ TDM (abonentckuii noctyn TDM). Curnammzanus SIP, SIP-T, H.323 u SIGTRAN. IP
-a00HeHThI. [ 'pyninel a00HEHTOB. J{onoIHUTE IbHBIC a00HEHTCKUE YCIYTH.

5. Opranuzanus 3kcruryaTanuu cucreM [P-tenedonnn. TexHnueckoe 00CITy>)KUBaHNE, TUTAHOBBIN TEKYIIHI PEMOHT,
TUTAHOBBIM KallUTAJIbHBIN PEMOHT, BHEIUIAHOBBIM PEMOHT.

6. Boccranopienue pa6OTLI CCTH IIOCJIC aBapUH. CxeMbl HOCJ'IeaBaprIHOFO BOCCTAaHOBJICHUA pa6OTOCHOCO6HOCTI/I CCTHU,
TEXHUYECCKad U MPOCKTHAaA JOKYMCHTalWs, CIIOCOOBI PEICPBHOI0 KOIMMUPOBAHUA JaHHBIX, IIPUHIUITBI pa6OTbI XpaHHJIUIIL
JaHHBIX;

30

B mom uucne npakmuyeckux 3anamuil u 1a60pamoprwvlx pabom

1. Hactpoiika annapatsbix [P-renedonos

50




. Hactpoiika nporpammusix IP-tenedonos, dakcos

. PazBeptriBanue cetn ¢ ucnonp3oBanneM VLAN s [P-tenedonun

. HacTpoiika nuiro3a

. YcTaHOBKa, TOJKITIOYEHHE U ITEPBOHAYAIFHBIE HACTPOUKH FOJIOCOBOTO MapIIpyTH3aTOpa

. HacTpoiika TaGuIIb! OJIb30BaTENICH B TOJIOCOBOM MapIIPyTH3aTOPE

. Hactpoiika rpynn B rolocCOBOM MapIIpyTH3aTOPe

[c AN Ee N [V, } - USRI \S]

. HaCTpOfIKa Ta6J'II/IIIBI MapHmpyTu3alyy BbI3OBOB B I'0OJIOCOBOM MapuIpyTU3aTOPC

9. HacTpoiika roocoBbIX COOOIIEHHUA B MapIIpyTH3aTOPe

10.

Hacrpoiika nporpamMmmuo-anmapataoit IP-ATC

11.

YcranoBka u HacTpoiika nporpaMmmuoit [IP-ATC (manpumep, Asterisk)

12.

TectupoBanue KoaekoB. MccienoBanue napaMeTpoB KauecTBa 00CTyKHUBAHUS

13.

MOHUTOPHHT U aHAJIN3 COEAMHEHHUH 110 Pa3NUIHbIM IPOTOKOJIaM

14.

MOHUTOPHHT BBI30BOB B IPOrPaMMHOM KOMMYTAaTOpPE

15.

CosznaHne pe3epBHBIX KONHHA 0a3 JaHHBIX

16.

JuarHocTrka u ycTpaHeHne HeucrpaBHoOCTel B cucrtemax [P-renedonnn

17.

OuHanpHas KOMIUIEKCHAs MpaKTUIecKas paboTa 1o dKciuryaranuu cucreM |IP-renedonnn

JAuddepeniupoBanublii 3a4eT 2
MJK.03.02. be3onac-
HOCTH KOMINbIOTEPHBIX 98
ceTei
Tema 2.1.be3onacHocTs Cooepiicanue
KOMITbIOTEPHBIX CeTei 1 @DyHAaMeHTAJbHbIe TPUHIUINBI 0e30MacCHOM ceTH
CoBpeMeHHbIe yTpo3bl ceTeBoil Oe3onacHOCTH. Bupychl, 4epBu U TpostHCKHE KOHH. MeTOoIbI aTak.
2 Be3onacnocts CeTeBbIX yerpolicts OSI
besonacHslii gocTym Kk ycrpoiictBaM. Ha3HaueHne aAMMHUACTPATUBHBIX posiel. MOHUTOPHHT H yTIpaBJIEHUE YCT-
porictBamu. Micnionp3oBanre GyHKIIMS aBTOMAaTH3MPOBAHHON HACTPOWKH O€30MaCHOCTH.
3 ABTOpM3anus, ayTeHTH(GUKAIUSA U yUeT AocTyna (AAA)
CpoiictBa AAA. JlokanpHas AAA ayrentudukanus. Server-based AAA
4 Peanuzanus TexHosnoruii Opanamayspa 78
ACL. Texunomnorus Opanamayspa. Konrekctabiit kouTposb goctyna (CBAC). [onurrnku 6panamayspa 0CHO-
BaHHBIC HA 30HAX.
5 Peanmu3anusi TeXHOI0TMii MPeAOTBPALLECHUS BTOPKEHUS
IPS texnonoruu. IPS curnatypsl. Peanuzanus IPS. Ilposepka u Mmonuropunr IPS
6 be3onacHoCTb JOKAJIBHOMN ceTH

ObecnieueHrie 6€30MaCHOCTH TMOJIH30BATEILCKUX KOMITBbIOTEpOB. CooOpaskeHHs 10 0€30I1aCHOCTH BTOPOTO YPOB-

Hs (Layer-2). Kondurypauus 0ezomacHocTH BTOporo ypoBHs. bezomnacHocTs GecripoBogHbIX ceTel, VoIP u
SAN




Kpunrorpajguyeckne cucremMsl
Kpunrorpaduueckue cepBucel. bazoBas menoctHocTs U ayTeHTHYHOCTH. KoHbuaernnansaOCTh. Kpunrorpadus
OTKPBITBHIX KJIIOYEH.

Peanuzanus texnoaoruii VPN

VPN. GRE VPN. KommnonenTs! u pynknuonupoanue [PSec VPN. Peanuzanus Site-to-site IPSec VPN ¢ uc-
nonb3oBanueM CLI. Peanuzarus Site-to-site IPSec VPN ¢ ucnions3oBanrem CCP. Peanuzanus Remote-access
VPN

Ynpasiienne 06e30nacHOi ceTbI0

[TpuHnMITEL 6€30MaCHOCTH CETEBOTO nu3aiiHa. be3omnacHas apxutekTypa. YpaBieHue npoueccamu 1 6esonac-
HOCTb. TecTUpOBaHME CeTH Ha yA3BUMOCTH. HenpepsIBHOCTD OM3HECa, IITAaHNPOBAHNE BOCCTAHOBIICHUS aBapHii-
HBIX cuTyani. JKU3HEeHHBIN IUKII CETH U TUIaHupoBaHue. Pa3zpaboTka periaMeHTOB KOMIIAHUN U TTOJUTUK
0e30MacHOCTH.

10

Cisco ASA

Beenenune B AnantuBHoe ycrpoiicTBo Oe3omacHocT ASA. Kondwurypanus daupBona Ha 6a3e ASA ¢ HCIonb-
3oBanueM rpaduueckoro untepderica ASDM. Konduryparus VPN Ha 6aze ASA ¢ ucnonbp3oBaHueM Tpadude-
ckoro unrepdetica ASDM.

mom

yucie npaKmuiecKux 3aHAmul u 1a6opamoprsix padom

CouunanpHas HHXKEHEPHsI

HcenenoBanne CeTEBBIX aTaK U HHCTPYMEHTOB ITPOBEPKH 3aLUTHI CETH

HacTtpoiika 0e301acHOro 10CcTyna K MapIipyTu3aTopy

Obecnieuennie agMmuarcTpaTHBHOTO fAocTyma AAA u cepsepa Radius

Hactpolika nonutiku 6e30nacHOCTH OpaHaMay3pOB

Hacrpoiika cucremsl npeaoTBpaiienus Bropxenuii (IPS)

Hacrpotiika 6e30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTaTopax

HccnenoBanne MeToI0B MG POBAHHUS

o|o|~N|o|u|s|w|N| by

Hacrpoiika Site-t0-SiteVPN ucnonb3yst uarepdeiic KOMaHIHOW CTPOKH

bazoBast HacTpoiika nuiro3a 6e3omacHoctd ASA 1 HacTpoiiKa OpaHIMaydpOB HCIIONB3Ys HHTEp(hEHc KOMaHTHON
CTPOKH

11

basoBas HacTpolika nuro3a 6e3onacHoctd ASA 1 HacTpoiika OpanamayspoB ucnoab3yss ASDM

12

Hacrpoiika Site-to-SiteVPN ¢ oHO0# CTOpOHBI Ha MapIIPYTH3aTOPE HCHOIb3YsI HHTEPEHC KOMaHIHOW CTPOKH
U C JIpyro¥ CTOPOHBI UCTIONB3y 1uTt03 OezonacHocTr ASA nocpenctsom ASDM

13

HacrpoiikaClientless Remote Access SSL VPNSs ucnions3yss ASDM

14

Hactpoiika AnyConnect Remote Access SSL VPN ncrons3yst ASDM

15

DuHaIpHAS KOMIUIEKCHAS JJa00opaTopHasi paboTa 1mo 0€301MacHOCTH

20

JnddepeHnnpoBaHHbIi 3a4eT




TemaTnka caMocTOATEILHON y4eOHOH padoThI:
1. Cucremarndeckas nmpopabOTKa KOHCIIEKTOB 3aHITHN, YIeOHOU 1 CTIEHAIbHON TEXHIYECKOM TUTepaTyphl.
2.  KoncnektupoBaHue TEKCTa, paboTa CO CIIOBAPSIMH U CITPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMH JJOKYMEHTAMH, Y4eOHO-

HCCIieIoBaTeNbCKask paboTa Ipy caMOM MIMPOKOM UCTIONB30BaHWU MHTepHeTa 1 Apyrux | T-TeXHOomoruid. 8
3. TIpoektHble popMbI pabOTHI, MOATOTOBKA COOOIIECHHH K BHICTYIUICHHIO HA CEMUHApax U KOH(EpEeHIHsIX; TOAT0TOBKA peepaToB, TOKIAI0B.

4. TlomroroBka K JJaOOPaTOPHBIM M MPAKTHIECKIM padoTaM ¢ UCITOJIB30BAaHUEM METOIUICCKUX PEKOMEHIAITNH perroaaBaTelrs, ohopMIIeHHUE J1a0o-
PaTOpHO-TIPAKTHUECKUX paboT, OTYETOB U MOATOTOBKA K MX 3aILUTE.

Y4yeOHas NpaKTHKA

Ilepeyens pador:

1. Hacrpoiika npaB gocryma.

2. OdopmiieHre TEXHUYECKOH JOKYMEHTAIUH, TpaBruia 0pOpMIICHHUS JOKYMEHTOB.

3. Hacrpoiika anmapaTHOro U MpOrpaMMHOT0 00ECTIEYCHHUS CETH.

4, Hacrpoiika ceTeBoii KapThl, UMsI KOMIIbIOTEpa, paboyast TpyIIna, BBeJeHHE KoMIbioTepa B domain.

5. IIporpaMMHasi TMarHOCTHKA HEUCIIPABHOCTEN. 144
6. ArnmnapaTHasi JMarHOCTHKA HEUCIIPABHOCTEM.

7. ITouck HencrnpaBHOCTEN TEXHUUECKUX CPEICTB.

8. BrinonHenue 1elcTBUM [0 YCTPAHEHUEO HEUCIIPABHOCTEN.

9. Hcnonb3oBaHue akTHBHOTO, TTACCUBHOT'O 000PYTOBAHUS CETH.

10. YcTpaHeHue nmapasuTHPYOIIEH Harpy3KH B CETH.

11. ITocTpoeHne Gpu3NIecKOi KapThl JOKAIEHOU CETH.

IIpousBoacTBeHHAs] NPAKTHKA pa3iena

Ilepeyens pador:

1. YcraHoBKa Ha cepBepbl U pabovre CTaHIMU: ONEPAlMOHHBIE CUCTEMBI M HEOOXOAMMOE 1Sl pabOThI IPOrpaMMHOE OOecIieueHHE.

2. OcymecTBieHHE KOHOUTYPHUPOBAHUS IPOIPAMMHOTO 00€CTIeYeHrsI Ha cepBepax U pabounx CTaHIHSIX.

3. [Moxnepxka B padOTOCIIOCOOHOM COCTOSIHUM TIPOTPAMMHOE 00€CIICYCHHE CEPBEPOB U padOUYUX CTAHIIUM.

4. Peructpanms nojp30BaTeNei JOKAIbHOW CETH U MMOYTOBOTO CEpBEpa, Ha3HAYAeT UACHTH(OUKATOPBI U MapOIIH.

5. YcraHoBKa npaB JOCTyIa U KOHTPOJIb HCIIOJIb30BAaHUsI CETEBBIX PECYPCOB.

6. Ob6ecrieueHre CBOEBPEMEHHOTO KOMTMPOBAHNS, ApXUBUPOBAHMS U PE3EPBUPOBAHUS TaHHBIX. 108
7. [lpuHsTHE MEP 1O BOCCTAHOBJICHUIO PA0OTOCIIOCOOHOCTH JIOKAJILHOM CETH MPHU COOSIX MIIM BBIXOJIE U3 CTPOSI CETEBOI'0 000y I0BaHMSL.

8. BrisiBiIeHHE OIMOOK MOJIb30BaTEIeH U IPOrPaMMHOI0 00eCIieYeHHs ¥ IPUHITHE MEp MO UX UCIIPABIICHHUIO.

9. IlpoBeneHre MOHUTOPUHTA CETH, pa3padaThIBaTh NPEAIOKEHHUS 110 Pa3BUTHIO HHPPACTPYKTYPHI CETH.

10. ObGecrnieuenne ceTeBoi 6€30MacHOCTH (3alIUTy OT HECAHKIIMOHMPOBAHHOTO JIOCTYMNA K HH(POPMAITUH, IPOCMOTPA WIIM N3MEHEHHS CUCTEMHBIX (aii-

JIOB ¥ JITaHHBIX), 0€30I1aCHOCTh MEKCETEBOI'0 B3aMMOICHCTBUSI.

11. OcymiecTBineHne aHTUBUPYCHOM 3aLIUTHI JTOKAIBHON BBIYMCIUTEIBHON CETH, CEPBEPOB M PA0OUHMX CTAHLIUH.

12. JIoKyMEHTHPOBaHUE BCEX MPOM3BEICHHBIX JACHCTBHI.

KouncyabTanun 4
IIpome:kyTOUHAs aTTeCTalUs 18
Bcero 552
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3. YCJIOBUs PEAJIM3AIIUU ITPOI'PAMMBI IIPO®ECCHUOHAJIBHOI'O MO YJISA
IM.03 DKCILTYATALIUA OFbEKTOB CETEBOM HH®PACTPYKTYPhI

3.1. TpeGoBaHusi K MUHUMAJIbLHOMY MATePUAJIBLHO-TEXHHUYECKOMY O0ecredeHHIo

JlaGopaTopust opraHu3aiy U TPUHITUIIOB TTOCTPOCHUS KOMITBIOTEPHBIX cucTeM, Ne 15/17
OcHaiienue KkabuHera:

Komnbrorep — 1 mit.

Hacrennsiit sxpan

[TpoexTop BenQ

Jlocka aynuropHas

IIpunTep

CucremHblii 6110K

Cucremusniii  komrutekt: mpomeccop  IntelOriginalLGA 1155 CeleronG1610 OEM

(2 6/2Mb), MouuTtop 20 AsusASMS202DBlack, 1600x900,0,277mm. 250cd/m2, MarepuH-

ckast iatra ASUSP8H61-MLX3 (3.X), BEeHTHIATOP, aMATh, )KECTKUH TUCK, KOPITYC, KIIaBHa-

No ok wbdE

Typa, MbIIb — 7 IIT., KOMIbIOTEp Y4eOHbIM (cuctemHbli Omok AMJ[ AlO
9700/A320/4GB/SSD 120 GB/MATX/ 450w, monutop ACER K222HQLDbd, mbimb kom-
nprotepHas GN-120, kraBuatypa GK-120) — 8 mT.

8. Crenubl

9. [Ilnmakatsr

10. Pasnmarounblii MaTepual

Crynus npoeKTUPOBAHMS U JU3aiiHA CETEBBIX apXUTEKTYp U MHKeHepHoU rpaduxu, Ne 15/19
OcHaienue KabuHera:

[Tpuntep — 2 wr.

Mynsrumenuitabnii mpoexTop NEC ¢ sxpanom

benas snexkTpoHHas 1ocka

Hocka aynuropHas

Komnerorep — 11 mr.

MHoro¢yHKIIMOHAIbHOE YCTPOMCTBO

Crenabl

NoabkowdE

3.2. UudopmanuonHoe odecriedeHne 00y4YeHust
Ilepeyenb pexomeHayembIX yueOHbIX M3iaHuii, UHTepHeT-pecypcoB, /JONMOJHUTEIb-
HOM JIUTEPATYpPbI

OcCHOBHBIC HCTOYHHUKH:

1. Ceru u TeneKOMMYHUKALMU: YUEOHUK U TMPAKTUKYM JJISI CPEIHETO MPOo(hecCHOHAIBHOTO
obpaszoBanus [3nekTponnbiii pecype]/ K. E. CamyiinoB [u nap.]; mox pemakiueit
K. E. Camyiinosa, U. A. llanumosa, /l. C. Kyns6oBa. — DnektpoH. naH. - Mocksa: 13-
narenbctBo FOpaiit, 2019. — 363 ¢. — Pesxxum goctyna: https://urait.ru/bcode/430406

2. WudopmarnmonHass 0e30MacHOCTh: yU4EOHHK W TPAKTHKYM JUISI CPEAHETOo MpodeccHo-

HabHOTO 00Opa3oBanus [dnmekrponusiii pecypc] / C. A. HectepoB. — DIEKTpOH. AaH. —
Mocksa: UsnatensctBo FOpaiit, 2019. — 321 ¢. — Pesxxum goctyna: https://www.biblio-
online.ru/bcode/442312

I[OHOJIHI/ITQJILHLIG HCTOYHUKH:
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https://urait.ru/bcode/430406
https://www.biblio-online.ru/bcode/442312
https://www.biblio-online.ru/bcode/442312

1. OcHoBbl HHPOPMAITMOHHON 0€30MaCHOCTH: 3alUTa HH(OPMAIHK: ydeOHOe Tocodue IS
cpeaHero npodeccHoHaIbHOr0 00pa3oBaHus [3aeKTpoHHBIH pecype] / A. A. BHykoB. —
2-¢ U3J., UCIIP. U JIOM. — DJIEKTpoH. AaH. — MockBa: M3narensctBo HOpaiir, 2020. —
240 c. — Pexum pocryma: https://urait.ru/bcode/456793

2. KowmmbroTepHbie cet: y4eOHHMK [dnmexTpoHHbI pecypc]/ B.I'. Kapramesckuii, B.5.
Jluxtuunnep, H.B. KupeeBa, M.A. bypanoBa. — JOnekTpoH. nan. — Camapa: W3n-Bo
[I'YTH, 2017.— 267 c. — Pexxum goctyma: https://rucont.ru/efd/565102

HNudopmanuonnbie u HU(POBbIE TEXHOJIOTHH (IPOrpaMMHoOe o0ecrieueHne, COBpeMeHHbIe
npogdeccuoHaibHbIe 0a3bl JAHHBIX U MH(OPMAIMOHHBIE CIIPABOYHbIE CUCTEMbI)

VYyeOHast AucCHUIUIMHA (MOAYJB) MPEIyCMaTPUBAET OCBOCHHE MH(OPMAIIMOHHBIX M I (-
POBBIX TeXHOJIOTUH. Peanu3amust qu@poBbIX TEXHOIOTUN B 00pa30BaTEIbHOM IIPOCTPAHCTBE SIB-
JSeTCsl OAHOM M3 BaKHEWIIUX Lened oOpa3oBaHMs, JAarOlIed BO3MOXXHOCTh pa3BUBaTh KOHKY-
PEHTOCIIOCOOHBIE KayecTBa 00yJaroIuXxcs Kak OyAyluX BbICOKOKBAIN(UIIMPOBAHHBIX CIIELUA-
JHMCTOB.

[udpoBbie TEXHOJIOIUU MPEAYCMATPUBAIOT PA3BUTHE HABBIKOB 3()(HEKTUBHOrO peLIeHUs
3a7a4 IpoQecCHOHAIBHOT0, COUAIBHOTO, IUYHOCTHOTO XapaKTepa ¢ MCHOIb30BAaHUEM PA3IHy-
HBIX BUJ/IOB KOMMYHHMKAIIMOHHBIX TE€XHOJIOIHH. OcBoeHHe HU(POBBIX TEXHOIOTUH B paMKax
JAHHOW NUCUUIUIMHBI (MOAYJSl) OPUEHTHUPOBAHO HA CIIOCOOHOCTH O€30MacCHO M HajJeXkallluM
0o0pa3oM noJry4arhb JIOCTYII, YIPaBIsATh, UHTETPUPOBATh, OOMEHUBATHCS, OLIEHUBATh U CO3/1aBATh
UH(POPMALIHIO C TTIOMOIIBIO IU(PPOBBIX YCTPOUCTB U CETEBBIX TeXHOIOrH. PopMupoBaHue Q-
pPOBOI KOMIIETEHTHOCTH HpeAnonaraeT padoTy C JaHHBIMHU, BIAJI€HHE HMHCTPYMEHTAMHU JUIs
KOMMYHHKAIUH.

3.2.1 DJ1eKTPOHHO-0HO0INOTEeYHASI CHCTEMBI M 0a3bl TAHHBIX

1. OO0 «3BC JIAHb» (https://e.lanbook.ru/) (moroBop Ha oOKa3aHWE YCIYyr OT
10.03.2020 Ne Ob CVY 437/20/25 (CeteBast 25ieKTpOHHAst OUOIHOTEKA)

2. DeKTpOHHO-OMOIMOTeUHast cucTeMa u3aarenbeTBa «Jlauby (https://e.lanbook.ru/)
(ToroBOp Ha OKazaHUE YCIYT MO MPEAOCTABICHHUIO JOCTYyNa K 3JIEKTPOHHBIM H3aanusM OO0
«M3parenscTBo Jlaub» ot 03.04.2023 Ne 1)

3. DnekTpoHHO-OMONMMOTEeYHAss cucTema m3maTenscTBa «Jlamb» (https://e.lanbook.ru/)
(ToroBOp Ha OKa3zaHUE YCIYyT IO MPEJOCTAaBICHMUIO JOCTYyNa K 3JEKTPOHHBIM u3aanusmM OO0
«M3parenscTBo Jlauby ot 06.04.2023 Ne 2)

4. baza gaHHBIX 3JeKTPOHHBIX MH(opMarmoHHbIX pecypcoB @PI'BHY ITHCXB (morosop
10 00€CIeYeHHIO JI0CTyIa K AMEeKTpoHHBIM nHpopManmoHHbM pecypcam @I'BHY [THCXb ue-
pe3 Tepmunan yaaneaHoro gocryna (TY ] ®I'BHY ITHCXB) ot 07.04.2023 Ne 6/n)

5.  DnekTpoHHO-OMOmMoTeyHass  cuctema  «AgriLiby  ®I'BOY BO PIrA3Y
(http://ebs.rgazu.ru/) (IOMOMHHUTEIBHOE COMNIANICHWE HA NPEAOCTABICHHE JOCTyla OT
13.04.2023 Ne 6/H k JlutienzuonHoMy oroBopy ot 04.07.2013 Ne 27)

6. DnexTpoHHas OubimoreuHas cucreMa «HanumonaneHbI MG pPOBOI pecypc «PyKoHT»:
Kommexknnn «ba3oBerii MaccuB» u «Komoc-c. Cenbekoe xo3siictBoy» (https://rucont.ru/) (moro-
BOp Ha OKa3aHUeE YCIYT Mo npeaoctaBieHuto goctymna ot 04.04.2023 Ne 2702/6m22)

7. 000 «dnexrponHoe u3gatensctBo FOPAWTY (https://urait.ru/) (1oroBop Ha okasaHue
YCIIyT 10 MPEJOCTaBIEHHUIO J0CTyNa K oOpa3zoBarensHoi miatpopme OO0 «DnekTpoHHOE U3/a-
tenbcrBo FOPAWITY ot 06.04.2023 Ne 6)

8. DnekTpoHHO-0MOIMOTeUHas cucteMa «Bepuaackuii» (https://vernadsky-lib.ru) (moro-
BOp Ha 0€3BO3ME3THOE UCIIONb30BaHKe pou3BeaeHui oT 26.03.2020 Ne 14/20/25)
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9. baza mannbix HOB «HanunonasnabpHas snekTponHas Oubmunoreka» (https://rusneb.ru/)
(moroBop o nmoakmrodeHuu Kk HOb u npenocrabnennn noctymna k oobektam HOb ot 01.08.2018
Ne 101/HDb/4712)

10. Cornamenue o COTPYAHHYECTBE MO OKa3aHHWIO OMOJIMOTEYHO-MH(POPMAIIMOHHBIX U
COIIMOKYJIbTYPHBIX YCIYT IMOJIb30BATEISIM YHHUBEPCUTETA U3 YKCIIa UHBAIUIOB MO 3pEHHUI0, Clla-
OOBUAAIINX, HHBAIMIOB JAPYTHX KATErOpUH C OTpaHUYCHHBIM JOCTYNOM K HMH(OpMaIuu, JIuII,
UMEIOIIUX TPYAHOCTU ¢ uTeHHeM IuiockonedatHoro tekcta TOI'BYK «TamGoBckas obnactHas
yHUBepcalibHas HayuyHas OuOmmoreka uM. A.C. Ilymkuna» (https://www.tambovlib.ru) (co-

rnameHnue o corpyaauuectse ot 16.09.2021 Ne 6/H)
3.2.2. UnpopManmoHHbIE CIPABOYHbIE CHCTEMbI
1. CnpaBounas npaBoBasi cucreMa Koncynbrantllntoc (1oroBop nocTaBku U COMpPOBOXK-
nenus sx3eMiursipoB cucteM Koncynerantllnroc ot 03.02.2023 Ne 11481 /13900/3C)
2. DIeKTpoHHBIN nepuoandeckuii cnpaBouyHuk «Cucrema TAPAHT» (moroBop Ha yciy-
I'M IO CONPOBOXKICHUIO OT 22.12.2022 Ne 194-01/2023)

3.2.3. CoBpemMeHHbIe Mpo(eccHoHAIbHBbIE 0a3bl TAHHBIX

1. baza maHHBIX HOPMATHBHO-IIPABOBBIX aKTOB MH(OPMALMOHHO-00pa30BaTeNbHOM Mpo-
rpammbl «Pocmerony (moroBop ot 11.07.2022 Ne 530/2022)
2. baza nannbix Hayunoii anextponnoi 6udiamoreku eLIBRARY.RU — poccutickuii un-
dbopMaIrmOHHO-aHAIMTUYECKHUM MOpTai B 00JIACTH HAYKU, TEXHOJIOTUU, MEIULIMHBI U 00pa3oBa-
Hus - https://elibrary.ru/

3. ITopran oTKphITEIX AaHHBIX Poccuiickoit denepanuu - https://data.gov.ru/
4. OrtxkpoiTeie naHHble DenepanbHON  CILyKObI

https://rosstat.gov.ru/opendata

FOCYyIApCTBEHHOW CTATHUCTUKH -

3.2.4. JIunieH3HOHHOE ¥ CBOOOHO pacnpocTpaHsieMoe MPporpaMMHoe odecriedeHne, B TOM
YHcJie 0Te4eCTBEHHOI0 MPOU3BOACTBA

Nq Hanmenosanue | Pa3pabor- | [loctyn- Ccpuika Ha Equsbli peecTp poc- PexBu3uTHI

yuk [10 HOCTh cuiickux nporpamm st OBM u IIOATBEDP-
(mpaBo0O- | (TUIIEH3U- B/I (mpu Hamu4mm) AKIAIOLIETO
Jajarenb) | OHHOE, JOKYMEHTAa
CBOOOJTHO (pu HamM-

pacrpo- YN
CTpaHsie-
Moe)
1 Microsoft Microsoft | JIutensu- - JInuensus
Windows, Corporatio | ounHoe oT

Office n 04.06.2015
Professional Ne 65291651
CPOK JEHCT-

Busi: Oec-

CPOYHO

2 | AatuBupycHoe | AO «Jla- | Jlunensu- | https://reestr.digital.gov.ru/reestr/3 | CyOmurien-

nporpaMMHoOe | 6opaTopusi| OHHOE 66574/?sphrase_id=415165 3MOHHBIH

obecrieuenne | Kacnep- JIOTOBOP C
Kaspersky CKOTO» 000 «Cop-

Endpoint (Poccus) TEKC» OT
Security mis 06.07.2022
OousHeca Ne 6/, cpoxk
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JICUCTBUS: C

22.11.2022
o
22.11.2023
MoitOduc 000 JIuuensu- | https://reestr.digital.gov.ru/reestr/3 | Kontpaxkr ¢
Cranpgapthslii - | «HoBbIe OHHOE 01631/?sphrase_id=2698444 000 «Py-
OducHbrii ma- | obGauHbIe OMKOH»
KEeT TEXHOJIO- oT
U1 paboTHI C TUN» 24.04.2019
nokymentamu | (Poccus) No
Y TIOYTOM 0364100000
(myoffice.ru) 819000012
CPOK JEHCT-
BuUs: Oec-
CPOYHO
IMporpammuas | AO «Amn- | Jlunensu- | https://reestr.digital.gov.ru/reestr/3 | Jluuensuon-
cHCTeMa JUIsl | THILUIard- OHHOE 03350/?sphrase_id=2698186 HBIH J10T0-
obOHapyxenus | at» (Poc- Bop ¢ AO
TEKCTOBBIX 3a- cusi) «AHTHUIIA-
MMCTBOBaHUI B rHat» oT
y4eOHBIX U Ha- 17.04.2023
YUYHBIX paboTax Ne 6627,
«AHTHUIUTarUAaT CPOK JEHCT-
BY3» BHUSL: C
(https://docs.an 17.04.2023
tiplagiaus.ru) 1o
16.04.2024
5 Acrobat Adobe | CBoGoaHO - -
Reader Systems pacripo-
- IPOCMOTP J0- CTpaHsie-
kyMeHTOB PDF, Moe
DjVU
6| Foxit Reader Foxit CB000HO - -
- IPOCMOTP 110- | Corporatio | pacupo-
kymeHTOB PDF, n CTpaHsie-
DjvU a Moe
3.2.5. Pecypcbl HHGOPMAIIMOHHO-TeJIEeKOMMYHUKAMOHHOM ceTu «AHTepHeT»
1. CDTOwiki: 6a3a 3Hanmii mo nudpoBoii Tpanchopmanuu https://cdto.wiki/
3.2.6. LlndpoBbie HHCTPYMEHTHI, IPUMEHsieMble B 00pa30oBaTeIbHOM Mpolecce
1. LMS-miatdpopma Moodle
2. Bupryanenas gqocka Mupo: miro.com
3. Buptyanpnas nocka SBoard https://sboard.online
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Buptyansnas nocka Padlet: https://ru.padlet.com
O6naunsie cepBuckl: Sunekc./[uck, O6nako Mail.ru
Cepsucol onpocoB: Suaekc @opmsi, MyQuiz
CepBsucsl Buaeocssi3u: Suaekc tenemoct, Webinar.ru

N OA

http://www.trello.com

3.2.7. HudpoBbie TEXHOJIOTHH, TPUMeHsieMble TPH U3yYeHU U TUCITATNIMHBI

CepBuc coBMECTHOW pabOTBl Haa mpoekTamu Juig  HeOonpmux rpymm  Trello

Ne [udpossie TEXHOTOTUN Bupsl yaeOHON pabOThI, BHITOTHSAEMBIE C IpUMe-
HEHHEM IIU(PPOBOI TEXHOIOTHU

1. | O6n1aunbIle TEXHOIOTUHA NunuBuyanbHbIe 3a1aHUS

2. | bonpuue naHHbIe WuuBuyasibHBIE 3a0aHUS
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4. KOHTPOJIb 1 OHEHKA PE3YJbTATOB OCBOEHMSI TIPO®ECCHOHAJIBHOT'O
MOIYJIA IIM.03 DKCIVIYATAIUA OBPBEKTOB CETEBOU UHO®PACTPYKTYPbI

Kon n nanmenoBanue npodec-

CHUOHAJILHBIX U OOIIMX KOMIIC-

TEHIUH, (POPMUPYEMBIX B paM-
Kax MOJyJIs

Kpurepun ouenku

MeTtoabl OLICHKH

IIK 3.1. YcraHaBiIuBaTh, Ha-
CTpauBaTh, SKCIUTyaTUPOBATh U
00CITyKMBaTh TEXHUYCCKUE U
[IPOrpaMMHO-aMIapaTHbIC CPe-
CTBa KOMITBIOTEPHBIX CETEH.

O1ieHKa «OTJIHYHO)» - TEXHHYEC-
CKOE 3aJJaHUe MTPOAHATM3HPOBA-
HO, aJITOPUTM pa3paboTaH, co-
OTBETCTBYET TEXHUYECKOMY
3a/1aHHIO ¥ OPOPMIICH B COOT-
BETCTBHHU CO CTAHIAPTaMH, I10-
SICHEHBI €0 OCHOBHBIE CTPYK-
TYPBI.

O1ieHKa «XOPOII0» -aJITOPUTM
pa3paboTtaH, opopmiieH B COOT-
BETCTBHMH CO CTAHIAApPTAMU H
COOTBETCTBYET 3a/IaHHIO, MOSIC-
HEHBI €r0 OCHOBHBIE CTPYKTY-
PBL.

Or1eHKa «y10BJIE€TBOPUTEIb-
HO» - AITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHHMIO.

DK3aMen/3a4eT B popMe co-
OeceoBaHUs: IPAKTHUECKOE
3aJjaHue 10 MOCTPOCHHUIO all-
TOPUTMa B COOTBETCTBUH C
TEXHUUYECKUM 33aHUCM

3ammTa OTIETOB IO MPAKTH-
YEeCKHM U J1a00paTOPHBIM
paboTtam

1IK 3.2. IIpoBoauTh poQuIaK-
THYeCKHe paboThl HA OOBEKTAX
CeTeBO MHPPACTPYKTYPHI H
paboYrX CTaHIIUSAX.

OI1lcHKA «OTJIMYHOY - TEXHUYC-
CKOE 3aJJaHue MPOAHATTH3HPOBA-
HO, aJITOPUTM pa3paboTaH, Co-
OTBETCTBYET TEXHHYECKOMY
3a/1aHUI0 ¥ 0()OPMIIEH B COOT-
BETCTBUU CO CTaHAApPTaMH, I10-
SICHEHBI €70 OCHOBHBIE CTPYK-
TYpBHI.

O11eHKa «XOPOII0Y -AJITOPUTM
pa3paboTtaH, opopmiieH B COOT-
BETCTBUU CO CTAaHIApTaMH U
COOTBETCTBYET 3a/IaHHIO, TOSIC-
HEHBI €r0 OCHOBHBIE CTPYKTY-
pHL.

OI1IcHKA «yT10BJIETBOPUTEb-
HO» - JITOPUTM Pa3paboOTaH U
COOTBETCTBYET 33JJAHHUIO.

Dx3ameH/3a4et B hopMme co-
OeceloBaHUs: IPAKTHUECKOE
3alaHKe 110 TOCTPOEHHUIO all-
TOpUTMa B COOTBETCTBHH C
TEXHUYECKUM 33/TaHHEM

3ammuTa OTYETOB 110 MPAKTH-
YEeCKHM U J1a00paTOPHBIM
paboTtam
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ITIK 3.3. YcTanaBnuBaTh, Ha-
CTpanBaTh, KCILIyaTUPOBATh U
00CITy)KMBaTh CETCBBbIC KOH(U-
ryparuu

OI1lcHKa «OTJIUYHOY - TEXHUYC-
CKO€ 3aJ[aHue MPOaHaIN3NpPOBa-
HO, aJITOpPUTM pa3paboTaH, co-
OTBETCTBYET TEXHHUECKOMY
3aTaHAUIO M 0O(DOPMIICH B COOT-
BETCTBUH CO CTaHJApTaMH, 110~
SICHCHBI €r0 OCHOBHBIE CTPYK-
TYpBHI.

OI1leHKa «XOPOII0Y -alITOPUTM
pa3paboTtaH, opopmIiieH B COOT-
BETCTBUH CO CTaHIApTaAMH U
COOTBETCTBYET 33JJaHHIO, TIOSIC-
HEHBI €0 OCHOBHBIE CTPYKTY-
PpHL

OI11eHKA «yT10BJIETBOPUTEb-
HOY» - AJITOPUTM pa3paboTaH U
COOTBETCTBYET 33JJaHHUIO.

Dk3ameH/3a4eT B hopMe co-
OecemoBaHUS: MMPAKTHIECKOE
3aJjaHue 10 TOCTPOCHHUIO all-
TOPHUTMa B COOTBETCTBHH C
TEXHUYCCKUM 3aJJaHHEM

3amuTa OTYETOB 10 MPAKTH-
YeCKHM H J1a00paTOpHBIM
paboTtam

1IK 3.4. YdacTtBOBaTh B paspa-
00TKE CXEMBI ITOCIICaBAPHITHOTO
BOCCTAaHOBJICHHS PabOTOCTIO-
COOHOCTH KOMITBIOTEPHOM CETH,
BBITIOJTHATH BOCCTAHOBJICHHE H
pe3epBHOE KOITMPOBAHHE HH-
(dhopMmarum.

O1eHKa «OTJIMYHOY - TEXHUYE-
CKOE 3aJJaHne MPOAHATM3HPOBA-
HO, aTOPUTM pa3paboTaH, co-
OTBETCTBYCT TCXHUYCCKOMY
3a/1aHuI0 ¥ 0()OPMIIEH B COOT-
BETCTBHH CO CTAHIAPTaMH, I10-
SICHCHBI €I'0 OCHOBHBIC CTPYK-
TYpBL.

O1eHKa «X0POLI0» -alITOPUTM
pa3paboTtaH, opopmiieH B COOT-
BCTCTBHU CO CTaHAAPTAMHU U
COOTBETCTBYET 3a/IaHHIO, TTOSIC-
HEHBI €70 OCHOBHBIE CTPYKTY-
58

OreHKa «y10BJIE€TBOPUTEIb-
HO» - AJITOPUTM Pa3paboTaH u
COOTBETCTBYET 33JaHHUIO.

DKk3aMeH/3a4eT B hopMe Co-
OeceoBaHUs: TTPAKTHYECKOE
3aJ[aHUE 10 MMOCTPOCHHIO all-
ropurmMa B COOTBETCTBUH C
TEXHUYCCKUM 3aJJaHHEM

3ammra OT4EeTOB IO MPAKTH-
YECKUM ¥ Ta00paTOPHBIM
paboTtam

1IK 3.5. YdacTtBOBaTh B paszpa-
0OTKe CXEeMbI TIOCIICaBapUHHOTO
BOCCTaHOBJICHUS pabOTOCIIO-
COOHOCTH KOMITBIOTEPHOH CETH,
BBIMOJTHATH BOCCTAHOBJICHUE U
pe3epBHOE KOMMPOBAHUE MH-
(dhopmaruu.

OreHKa «OTJAHYHOY - TEXHUYe-
CKOE€ 3aJJaHne MIPOAHATM3HPOBaA-
HO, aJITOPUTM pa3paboTaH, co-
OTBETCTBYET TEXHHUECKOMY
3aJaHUIO0 U OOPMIIEH B COOT-
BETCTBHH CO CTAHAAPTaMH, I10-
SICHEHBI €70 OCHOBHBIE CTPYK-
TYpBHI.

O1eHKa «X0POII0» -aJrOPUTM
paspabotaH, opopmIieH B COOT-
BETCTBUU CO CTaHJIApPTaMH U
COOTBETCTBYET 3aJaHMIO, TIOSIC-
HEHBI €0 OCHOBHBIE CTPYKTY-
pBL.

OrneHka «y10BJAeTBOPUTEIb-
HO» - AJITOPUTM pa3paboTaH U
COOTBETCTBYET 33JJaHHUIO.

DKk3ameH/3a4eT B hopMe Co-
Oece0BaHMUs: MPAKTHUCCKOE
3a/1aHKe 110 MOCTPOCHHIO all-
roputmMa B COOTBETCTBUH C
TEXHUYECKUM 3a/IaHHEM

3ammra OTIETOB IO MPAKTH-
YEeCKHM U J1a00paTOpHBIM
paboTtam
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1IK 3.6. BEIONHATH 3aMEHY
PacXOIHbIX MaTEpUAIIOB U ME-
KU peMOHT nepugepuitHOro
000pyIOBaHUS, OTPEICIIATh YC-
TapeBIee 000pyTIOBaHKE U TIPO-
rpaMMHBIE CPEJICTBA CETEBOM

HHPPACTPYKTYPHI.

OI1lcHKa «OTJIUYHOY - TEXHUYC-
CKO€ 3aJ[aHue MPOaHaIN3NpPOBa-
HO, aJITOpPUTM pa3paboTaH, co-
OTBETCTBYET TEXHHUECKOMY
3aTaHAUIO M 0O(DOPMIICH B COOT-
BETCTBUH CO CTaHJApTaMH, 110~
SICHCHBI €r0 OCHOBHBIE CTPYK-
TYpBHI.

OI1leHKa «XOPOII0Y -alITOPUTM
pa3paboTtaH, opopmIiieH B COOT-
BETCTBUH CO CTaHIApTaAMH U
COOTBETCTBYET 33JJaHHIO, TIOSIC-
HEHBI €0 OCHOBHBIE CTPYKTY-
PpHL

OI11eHKA «yT10BJIETBOPUTEb-
HO» - aJITOPUTM pa3paboTaH 1
COOTBETCTBYET 33JJaHHUIO.

Dk3ameH/3a4eT B hopMe co-
OeceoBaHMS: TIPAKTHIECKOE
3aJjaHue 10 TIOCTPOCHHUIO all-
TOPHUTMa B COOTBETCTBHH C
TEXHUYCCKUM 3aJJaHHEM

3amuTa OTYETOB 10 MPaKTH-
YeCKHM H J1a00paTOpHBIM
paboTtam
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OK 01. Beibupats cioco-
OBl pereHns 3aaa4 mpo-
(heccroHANBHOM JEATENb-
HOCTH NMPUMEHHUTEIBHO K
Pa3NUYHBIM KOHTEKCTaM

— 00OCHOBaHHOCTh MIOCTAHOBKH TIEJIH,
BBIOOPA U IPUMEHEHHS METOJIOB U CIIO-
c000B penreHust MpoPeCCHOHATEHBIX
3amaq;

- aJIeKBaTHAas OIICHKA ¥ CaMOOLIEHKa

3¢ (HEKTUBHOCTH U Ka4€CTBa BBIITOJIHE-
HUS TPO(ECCUOHANBHBIX 3224

OK 02. Mcmonb3oBath
COBpPEMEHHBIE CPE/ICTBA
MOWCKA, aHAJIN3a ¥ UHTEP-
TIpeTanuy HHPOPMAIUA 1
“H(OPMAITMOHHBIC TEXHO-
JIOTUU JIJISl BHITIOJTHCHHUS
3amad mpodeccCHoHATBHON
JIeSITEIIBHOCTH

- ICTIOJIB30BAaHNEC PA3TUIHBIX HCTOYHH-
KOB, BKJTIOYasl SJICKTPOHHEIE PECYPCHI,
Menuapecypcesl, IHTepHeT-pecypChl,
TIePUOIUYECKHAE N3MaHUS 110 CIICITHATb-
HOCTH JJIs1 PEUICHHS TPOECCUOHATb-
HBIX 3a/a4

OK 03. [InanupoBatsb u
peanu30BLIBaTh COOCT-
BEHHOE MPO(heCCHOHATh-
HOE€ ¥ TMYHOCTHOE Pa3BU-
THE, NPEANPUHUMATENb-
CKYIO JIeSITeNEHOCTD B
npoeccuoHaIbHOH ce-
p€, UCTIONIF30BaTh 3HAHUS
1o pUHAHCOBOW TPaMOT-
HOCTH B Pa3JIMYHbIX JKH3-
HCHHLIX CUTyalluAaX

- IEMOHCTpAITUSI OTBETCTBEHHOCTH 32
MPHUHATHIC PEIICHUS

- 000CHOBaHHOCTb CaMOAHAIN3a U KOP-
PEKITHsI Pe3yIbTaTOB COOCTBECHHOM pa-
OOTEHI;

OK 04. DddexTrBHO
B3aHMOJCHCTBOBATh H
paboTaTh B KOJIEKTHBE U
KOMaHjie

- B3aUMOJIECTBHE C O0YJaIOIMMUCS,
MIPEToAaBaTeIsIMI X MaCTepaMu B X0OJIe
o0ydeHus, C pyKOBOJIUTEISIMA yueOHOM
1 IIPOU3BOJICTBEHHOU ITPAKTHUK;

- 000CHOBaHHOCTh aHAJIN3a PabOTHI
YJICHOB KOMAaHJIBI (ITOAYMHCHHBIX )

OK 05. OcymiecTBiaTh
YCTHYIO U MUCbMEHHYO
KOMMYHUKAIIUIO Ha rOCY-
JApCTBEHHOM si3bIke Poc-
cuiickoit denepanuu ¢
Y4eTOM 0COOeHHOCTEH
COLIMAJIBHOTO U KYJbTYp-
HOTr'0 KOHTEKCTa

-TPaMOTHOCTb YCTHOM U IIMCBMEHHOMN
peun,

- ICHOCTh (POPMYJTMPOBAHUS U U3JI0XKE-
HUSA MBICIIEH

OK 06. IIposiBaTe rpax-
JAHCKO-TIATPUOTUYECKYIO
MO3ULIUIO, TEMOHCTPUPO-
BaTh OCO3HAHHOE ITOBEIE-
HUE HA OCHOBE TPaJUIIU-
OHHEIX O0II[CYeIOBeYe-
CKHX IICHHOCTEH, B TOM
YUCJIE C YIETOM TapMOHU-
3alMY MEKHAIIMOHAIBHBIX
1 MEXPEIINTHO3HBIX OT-
HOLICHWM, IPUMEHSATh
CTaHAAPThl AHTUKOPPYII-
IIMOHHOI'O IIOBEACHUS

- cOOJII0ZICHIE HOPM TIOBEICHUS BO
BpeMs y4eOHBIX 3aHATHHA U IPOXOXKIe-
HUS y4eOHOH 1 MPOU3BOICTBEHHOM
MPAKTHUK,

OK 07. CogeiicTBOBaTH
COXPaHEHHUIO OKPYIKat0-
el cpelbl, pecypcocoe-

- 3(ppeKTUBHOCTD BHITIOTHEHUS TTPABIIT
Tb BO Bpems y4eOHBIX 3aHATHHA, TIPU
MPOXOXKACHUH YIeOHOU M MPOU3BOJICT-

WNHtepnperauus pe3ynbTa-
TOB HaOJIOICHUH 3a Jes-
TENBHOCTHIO 00YYaroIIero-
sl B IIPOIIECCE OCBOCHMUS
00pazoBaTeILHOM Mpo-
rpaMMBbI

DKCIepTHOE HAOIIIOICHHE
1 OLICHKA Ha 1abopaTOpHO
- IPAKTUYECKUX 3aHATHIX,
IIPU BBIIIOJTHEHUH padoT 1o
y49e0HON U IPOU3BOJICT-
BEHHOH IPAKTUKaM

DKx3ameH KBaATN(UKAINOH-
HBIN
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PEXKECHUIO, IPUMEHSTh
3HAHUA 00 U3MEHEHUH
KJIUMAaTa, MPUHIUIIBI Oe-
PEXKIUBOTO MPOU3BOICT-
Ba, 3 (PEKTUBHO TEHCTBO-
BaTh B YPE3BbIUANHBIX
CUTYAIHSIX

BEHHOW MPAKTHK;

- 3HaHHUE U HCIIOJIh30BaHUE PeCypcoc-
Oeperarpimx TEXHOJIIOTUH B 00JIaCTH
TEJICKOMMYHHKAIIHH

OK 08. Mcnonp3oBaTh
cpenctBa Gpu3HIECKOi
KYJBTYPHI IS COXpaHe-
HUS ¥ YKPETUICHUS 370PO-
BBl B TIpOIIecce TIpodec-
CHOHAIBLHOH JICSITEIBHO-
CTH U TIOJIICPKAHUS He-
00Xx0aUMOro ypoBHS (u-
3UYECKOM IMOArOTOBIICH-
HOCTHU

- 3¢ (EKTUBHO HCIIOJIL30BaTh CPEICTBA
(U3NYECKOM KyIbTYPhI TSI COXPAHECHUS
1 YKPEIJICHUS 37I0POBbsI B TIPOIIECCE
po(hecCUOHATBHON IEeATEILHOCTH U
MoJiIepIKaHie HeOOXO0JMMOTO YPOBHS
(u3NIECKOi IOATOTOBIICHHOCTH;

OK 09. ITonb3oBatbes
npoeccnoHaIbHOMN J10-
KyMEHTallUeW Ha rocyaap-
CTBECHHOM UM MHOCTPAHHOM
A3BbIKaX

- 3()EeKTUBHOCTH MCITOJIL30BaHUS B
podecCHOHANBHON AEATEILHOCTH He-
00X0IMMON TEXHUYECKOH TOKyMEHTa-
LMY, B TOM YHUCJIE€ Ha aHTJINHCKOM SI3bI-
Ke.
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Pabouass mporpamma mnpodeccuonambHoro momyias I[IM.03 DOxcrumyaranusi OOBEKTOB CETEBOM
UHQPACTPYKTYphl pa3paboTaHa Ha OCHOBE (elepallbHOTO TOCYAAPCTBEHHOTO 00pa30BATEILHOTO
CTaHJapTa MO CHEIHUAIBHOCTH cpeAaHero mpodeccruonanbHoro odopazoBanus 09.02.06 CereBoe u
CHCTEMHOE aJIMUHUCTPUPOBAHKE, YTBEPKAEHHOTO PUKa30M MHUHHCTEPCTBA 00pa30BaHUs H HAYKH
Poccuiickoit @enepanuu ot 09.12.2016 Ne 1548.

ABTOpBI:

MypamioB Anjipeit BsuecinaBoBuy, npernojgaBaTeib

BBICHICH KBaJTU(PUKAIIMOHHON KaTeTOPHH

[EHTpa — KOJUIEKA MPUKIIATHBIX KBAJIU(UKAIHIIA : 247

®OI'bOY BO Muuypunckuii 'AY ‘ A.B. MypaioB

CoruacoBano: /
CrpynkuH B.A., nupekrop | S,
00O «llenTp nHMOPMAITMOHHBIX TEXHOJIOTHI» \= Tty 1/‘ s | B.A. Crpynkun

[Iporpamma paccmorpena Ha 3acenanun UMK «Kommbiorepusie cetu U uH(pOpMaMOHHBIC
TEXHOJIOTHUI

poToKoa Ne 6 oT «22» siuBapst 2020 1.

[TporpamMma paccMoTpeHa Ha 3acelaHui Y4eOHO-METOIMYEeCKOH KOMHUCCUU IIEHTpa-KOJIJIeaKa Mpu-
knaaabix kBamudukanuii ®I'bOY BO Muuypunckuii [AY

npoTokoi Ne 5 ot «24» sHBapst 2020 r.

[Tporpamma ytBepxeHa Pemennem Y4eOHO-METOAMUECKOTO COBETa YHUBEPCUTETA
npoTtokoi Ne 5 ot «27» stuBapst 2020 r.

[Tporpamma nepepaboTaHa u JOMONIHEHA B COOTBETCTBUM ¢ TpeboBanusimu GI'OC CIIO
[Tporpamma paccMmoTpena Ha 3acenanuu [IMK «KommbroTepHbie ceT 1 MHPOPMAIIMOHHBIE TEXHO-
JIOTHU

npotokoa Ne 9 ot «19» ampenst 2021 1.

[IporpaMma paccMoOTpeHa Ha 3aceJaHMM Y4yeOHO-METOJUYECKOW KOMHCCHM LEHTpa-KoJUIeIKa
npukiagHeix kBanupukanuii ®I'bOY BO Muuypunckuit AY
poTokoa Ne 8 oT «21» anpens 2021 r.

[Tporpamma yTBepxkaeHa Permennem Y4eOHO-METOAMYECKOTO COBETa YHUBEPCUTETA
npoTokoa Ne 8 ot «22» anpens 2021 r.

[Tporpamma nepepaboTaHa U JOMONHEHA B COOTBETCTBUM ¢ TpeboBanusmMu OI'OC CIIO
[Iporpamma paccmorpena Ha 3acenanun [ MK «KommnberoTepHbie ceT 1 HHGOPMAIIMOHHBIE TEXHO-
JIOTHI

poTokoa Ne 9 ot «18» anpenst 2022 r.

[TporpamMma paccMoTpeHa Ha 3ace/laHui y4eOHO-METOUUECKOH KOMUCCHH IIEHTpa-KoJUIeka
npukiaaaaeix kBanupukanuit ®I'BOY BO Muuypunckuii [AY
npoTtokod Ne 9 ot «20» anpenst 2022 r.
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[Iporpamma ytBepkaeHa Pemennem YueOHO-METOIUYECKOTO COBETA YHUBEPCUTETA
npoTokoa Ne 8 ot «21» anpens 2022 r.

[Tporpamma nepepaboTaHa u JOMOJHEHA B COOTBETCTBUU ¢ TpeboBanusimu OI'OC CIIO
[Tporpamma paccMmoTpena Ha 3acenanuu [IMK «KommbroTepHbie ceT 1 HHPOPMAIIMOHHBIE TEXHO-
JIOTUW

npoTokoa Ne 11 ot «16» uronst 2023 r.

[Tporpamma paccMoTpeHa Ha 3acelaHuu y4eOHO-METOJUUECKOH KOMUCCHH LIEHTpa-KoJuIeKa
npukiaaHeix kpamudukanuii ®PI'bOY BO Muuypunckuiit [AY

npotokos Ne 11 ot «17» utonst 2023 r.

[Tporpamma ytBepxkaeHa Permennem Y4eOHO-METOAMYECKOTO COBETa YHUBEPCUTETA
npoTokoi NelO ot «22» urons 2023 r.
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